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How to Defend Yourself?
Although present-day technical solutions are very 
efficient and the next-generation firewalls are able to 
stop a large number of phishing e-mails, they simply 
cannot stop everything.

30% of phishing e-mails pass through the technical 
security solutions all the way to the end users, who 
then become your company’s last line of defence. 
Your responsibility is to give them the tools and 
resources necessary to not become victim of the 
phishing attack.

One of the tools, and possibly the main one, is a qual-
ity education programme for your employees and 
increasing their awareness of this threat.
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Phishing as the Most Common 
Reason Behind Security Incidents 
Statistics for 2019 clearly identified phishing 
attacks as a trigger in case of more than 90% of 
security incidents in companies. Simultaneously, 
there has been a year-on-year increase in sent-
out phishing e-mails and an enormous increase 
in SMS-based phishing.

Seems like this threat is not going anywhere in 
the near future, so it is necessary to start with 
self-defence as soon as possible!



Phishing as a Service LITE

www.aec.cz
AEC a.s., Veveří 102, 616 00 Brno, tel: +420 541 235 466
AEC a.s., Voctářova 20a, 180 00 Praha 8, tel: +420 226 229 133
AEC s. r. o., Prievozská 6, 821 09 Bratislava, tel.: +421 254 410 283

Phishing as a Service – Interactive Education Programme 
This service represents the gateway to the world of interactive employee education 
in form of active phishing.

It focuses on one of the domains of phishing, specifically on the modification of user 
behaviour when clicking on potentially dangerous links.

As part of this service, we will show you nine most commonly used phishing e-mails. 
You will select three of them and then, in course of the following three months, 
three phishing campaigns will be launched onto your users. 

As a follow-up, you will receive a campaign assessment for each month containing 
basic statistics, which include:

�� Number of sent e-mails;
�� Number of users who clicked on the link;
�� Number of actual clicks;
�� Number of users who reported the e-mail; *
�� Number of users who clicked on the link and did not report the e-mail; *
�� Number of users who clicked on the link and reported the e-mail; *
�� Number of users who did not click on the link and did not report the e-mail; *
�� Number of users who did not click on the link and reported the e-mail; *

What Is in It for You?
With this service the awareness of your employees about one of the phishing threats 
(clicking on a potentially dangerous link) will be increased. At the same time, the risk 
of your company being infected by malware will be lowered, due to decrease in click 
ratio on potentially dangerous link up to 50%.

It Is Affordable for Everyone!
This service is designed as a gateway to the world of security security education for 
your employees regarding phishing threat.
You can get the whole process for just 2 690 €! **

* Statistics are collected in cooperation with the client
** The price can be guaranteed only if there are 250 or less employees on the list 

What if I Am Interested in a 
Comprehensive Approach?
We in AEC understand that some of our 
clients are interested in a comprehensive 
anti-phishing education programme.

In case of interest we can prepare 
detailed educational plan regarding 
phishing (Phishing as a service FULL) 
for your employees. In this FULL service 
we are focusing on one or two spe-
cific domains of phishing and we are 
modifying behavior of your employees 
regarding these domains through their 
education.

Domains besides clicking on poten-
tially dangerous link are:

��  Opening a dangerous attachment;
��  Sending sensitive information via 

e-mail;
��  Uploading sensitive data to a 

remote storage;
��  Capturing user credentials;
��  Spear-phishing.

Alternatively, we can work with the cli-
ent on an individual plan based on his 
specific issues.

FULL version includes more detailed out-
puts, more detailed outputs. Besides the 
statistics mentioned above, you will get 
following information:

��  More detailed description of the 
user behaviour;

��  The most susceptible department 
in the company;

��  Top 10 users as well as 10 users 
the most susceptible to phishing; 

��  Tailor-made training plan.

30%
average number of 

employees who did not 
detect phishing

Regular training of 
employees decreases 
the click ratio by 50% on 
average  during the first 
3 months

Three month training
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